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EXECUTIVE SUMMARY  

 The rise of digital authoritarianism affects the global Internet and democracy. 

Moreover, digital authoritarianism has become offensive, as cyber operations play an 

important role.  

 China and Russia developed similar models of digital authoritarianism, but there are 

still relevant differences between their approaches. China's model relies on massive 

filtering of web traffic and on encoding the official ideology in policies regarding digital 

technologies. Russia's model is repressive, but the level of control is far less tight than 

China's. Russian Internet is censored, but citizens can still access most parts of the global 

Internet.  

 The global export of digital authoritarianism erodes democracy and strengthens 

authoritarian and repressive regimes. Most states with a highly-developed tech industry, 

including Western democracies, export digital technologies that can be abused. However, 

public policy and scholarly attention are rather focused on China, which exports digital 

technologies for mass surveillance and an entire model of digital authoritarianism to like-

minded regimes, strengthening authoritarianism in those states.  

 Cyber operations against democratic states are part of coordinated campaigns to 

undermine democracies. Cyber operations used by authoritarian states have become an 

important element of digital authoritarianism, as they are used for undermining 

democracies and eroding democratic institutions.  

 Democracies should develop a democratic model of Internet governance and promote 

it at an international level. Digital technologies should be used responsibly and Internet 

traffic should be filtered as low as possible. In this regard, the priority should be setting 

limits for the use of mass surveillance digital tools and AI tools. Moreover, the model 

should also include punishments for digital authoritarians – public condemnations, 



 
attributions and international sanctions should be key elements of a strategy to counter 

digital authoritarianism. 

 A democratic model of Internet governance should be grounded in liberal democratic 

values and maintain a free and open Internet. Promoting digital rights, privacy rights or 

encryption should be a priority in the age of mass data collection and surveillance. 

However, digital authoritarian practices are used in democratic countries as well. Thus, 

democracies should first show that an alternative democratic model can provide a platform 

for upholding national security and interests without undermining democratic values. 

 

 

 

INTRODUCTION 

 

The rise of digital authoritarianism has been reported by Freedom House since 2018.1 

According to Freedom House, global Internet freedom has declined 12 years in a row. One of the 

largest declines was recorded in Russia following the full-blown invasion of Ukraine and 

Moscow's attempts to suppress opposition to the regime and the war.2 The abuse of digital 

technologies and authoritarian practices in cyberspace has become increasingly widespread and 

intensified in recent years. Currently, governments are fragmenting the global Internet to create 

much more controllable online spaces at the national level.3 Internet fragmentation at the national 

level is part of a global struggle for control of cyberspace.4 As an example, China's Internet and 

the global Internet have become almost completely separated in recent years, with very little direct 

communication passing through the so-called "Great Firewall of China." 

At the same time, the accelerated development of Machine Learning (ML) and Artificial 

Intelligence (AI) technologies, along with digital mass surveillance technologies, raises new 

concerns about human rights and personal privacy.5 As a result, the 2024 elections, especially the 

American ones, could bring unprecedented incidents, described by Wired as the first 

"deepfake elections."6 

                                                             
1Adrian Shahbaz, "The Rise of Digital Authoritarianism," Freedom House, 2018,  
https://freedomhouse.org/report/freedom-net/2018/rise-digital-authoritarianism, accessed on May 30, 2023. 
2"Freedom of the Net 2022. Countering an Authoritarian Overhaul of the Internet," Freedom House 2022, 
https://freedomhouse.org/sites/default/files/2022-10/FOTN2022Digital.pdf, accessed on May 30, 2023. 
3 „Freedom of the Net 2022”, 1. 
4 Ibid., 16. 
5 Dahlia Peterson and Samantha Hoffman, "Geopolitical implications of AI and digital surveillance adoption," 
Brookings, June 2022 
6 Thor Benson, "Brace Yourself for the 2024 Deepfake Election," Wired, April 27, 2023, 
https://www.wired.com/story/chatgpt-generative-ai-deepfake-2024-us-presidential-election/, accessed on May 
30, 2023. 



 
In recent years, attitudes and policies regarding China and Russia have become more 

stringent in the Western world as the authoritarian regimes in both countries have strengthened, 

and their foreign policies have become increasingly aggressive.7 Moreover, the coordination of 

Russia and China's cyber operations within hybrid influence campaigns indicates that they are part 

of the practices of digital authoritarianism. Therefore, the technological competition between 

Western states and the two actors has transformed into a competition between liberal and illiberal 

political ideas.8 In this way, digital authoritarianism is reshaping the balance of power between 

democracies and autocracies.9 Cyberspace, which includes social media, intersects with physical 

world, influencing the opinions and behaviours of individuals and communities. Interactions in 

cyberspace can have an impact on events in the physical world, such as the outcome of elections, 

highlighting the role played by online influence campaigns. 

Cyberspace has become less and less ‘Western’ and liberal. A significant part of the largest 

tech companies is located in Asia, and more and more states outside the Western space are started 

to become emergent cyber powers. Furthermore, Asia has the highest number of Internet users in 

the world, and technological development is occurring at a rapid pace in the region.10 

There are two main research questions guiding this study: 1) How does digital 

authoritarianism unfold based on the models of China and Russia? and 2) How can democratic 

states in the Western space manage and reduce the effects of digital authoritarianism? 

Consequently, the study proposes two hypotheses: 1) Digital authoritarianism has become 

offensive, with China and Russia employing cyber operations against democratic states; 2) 

Democratic states in the Western space must counter the offensive of digital authoritarianism by 

promoting a global model of democratic Internet governance. 

The study will be divided into two parts. The first part will discuss the characteristics of 

digital authoritarianism, distinguishing between the models of China and Russia, whilst noting the 

role of offensive cyber operations. It will also explore how these two actors export their digital 

authoritarian models and digital technologies on a global level. In the second part, the study will 

discuss ways in which democracies could respond to the rise of digital authoritarianism, taking 

note of digital authoritarian practices used by some democratic states as well. The main response 

                                                             
7 Elina Sinkkonen and Jussi Lassila, "Digital Authoritarianism and Technological Cooperation in Sino-Russian 
Relations: Common Goals and Diverging Standpoints," in Russia-China Relations. Emerging Alliance or Eternal 
Rivals?, edited by Sarah Kirchberger, Svenja Sinjen, and Nils Wormer, (Cham: Springer, 2022), 165-184, 
https://doi.org/10.1007/978-3-030-97012-3. 
8 Sinkkonen and Lassila, „Digital Authoritarianism”, 166 
9 Alina Polyakova and Chris Meserole, "Exporting Digital Authoritarianism. The Russian and Chinese Models," 
Brookings, August 2019, https://www.brookings.edu/wp-
content/uploads/2019/08/FP_20190827_digital_authoritarianism_polyakova_meserole.pdf, accessed on May 30, 
2023. 
10 Andre Barrinha and Thomas Renard, "Power and Diplomacy in the Post-Liberal Cyberspace," International Affairs 
96, no. 3 (2020): 176-198, https://doi.org/10.1080/23340460.2017.1414924. 



 
that should be adopted is the development and promotion of a democratic model of Internet 

governance and a democratic model for state behaviour in cyberspace. 

 

BACKGROUND AND CONCEPTS 

 

Digital authoritarianism refers to the use of the Internet and digital technologies by 

authoritarian regimes to control and shape the behaviour of their domestic population or 

foreign populations through mass surveillance, repression, manipulation, and censorship.11 

The objective of digital authoritarianism, which can be implemented not only by authoritarian 

regimes but also by individual leaders with authoritarian tendencies, is to decrease public trust in 

public institutions, increase political and social control, and undermine civil liberties.12 

Digital authoritarianism includes mass surveillance through facial recognition cameras, 

drones, or GPS location monitoring. These practices normalize constant public surveillance and 

eliminate all expectations of personal privacy. Additionally, digital authoritarianism involves 

consolidating central control over Internet governance and infrastructure while supporting or co-

opting the national technology industry to serve the efforts of authoritarian regimes in maintaining 

social control.13 

Steven Feldstein notes six techniques of digital repression: public surveillance, 

censorship, social manipulation, and harassment (including cyber-attacks), Internet shutdowns, 

and targeted persecution of online users.14 Internet shutdowns, which involve temporary 

disruptions of Internet access in a country, are most commonly practised by states like Iran. This 

method does not necessarily entail a complete cut-off of the Internet every time; sometimes, it 

refers to temporarily blocking specific platforms or intentionally reducing the connection speed.15 

The speed at which companies develop AI-based surveillance technologies and the pace at 

which states adopt such technologies do not allow sufficient time for a serious public debate 

regarding the implications and limitations of their usage.16 An increasing number of states are 

using advanced AI-based surveillance tools to monitor their citizens, and some of these activities 

                                                             
11 Polyakova, A., & Meserole, C., „Exporting digital authoritarianism”, 1; Khalil, L. (2020, November 2). Digital 
Authoritarianism, China and COVID. Lowy Institute Analysis. https://www.lowyinstitute.org/publications/digital-
authoritarianism-china-and-covid. Accessed on May 30 2023 
12 Erol Yayboke and Sam Brannen, „Promote and Build. A Strategic Approach to Digital Authoritarianism”, CSIS  
Briefs, 15 octombrie 2020, https://www.csis.org/analysis/promote-and-build-strategic-approach-
digitalauthoritarianism, accesat la 30 mai 2023 
13 Khalil, „Digital Authoritarianism” 
14 Steven Feldstein, "When it comes to digital authoritarianism, China is a challenge – but not the only challenge," 
War on the Rocks, February 12, 2020, https://warontherocks.com/2020/02/when-it-comes-to-digital-
authoritarianism-china-is-a-challenge-but-not-the-only-challenge/, accessed on May 30, 2023. 
15 Steven Feldstein, "Government Internet Shutdowns Are Changing. How Should Citizens and Democracies 
Respond?", Carnegie, March 31, 2022, https://carnegieendowment.org/2022/03/31/government-internet-
shutdowns-are-changing.-how-should-citizens-and-democracies-respond-pub-86687, accessed on May 30, 2023. 
16 Peterson and Hoffman, „Geopolitical implications”, 3. 

https://www.lowyinstitute.org/publications/digital-authoritarianism-china-and-covid
https://www.lowyinstitute.org/publications/digital-authoritarianism-china-and-covid


 
violate human rights.17 For authoritarian regimes, AI-based surveillance technologies can 

contribute to consolidating the state's capacity to exercise coercive power. On the other hand, for 

liberal democracies and hybrid regimes, these technologies can help reduce the burden on law 

enforcement by automating certain activities, but there is a risk of abusing these systems.18 

Digital authoritarianism affects human rights and civil liberties, especially the freedom of 

expression and privacy rights.19 Authoritarian governments implement sophisticated 

censorship strategies, coupled with disinformation campaigns, to undermine opposition and 

civil society.20 Moreover, when these campaigns do not achieve the expected results, authorities 

are prepared to cut off Internet access for a period of time.21 Furthermore, digital authoritarianism 

includes the use of offensive cyber operations against democratic states or states with democratic 

aspirations. 

Digital authoritarianism is expanding in authoritarian countries such as China, Russia, Iran, 

and Saudi Arabia. However, at the same time, authoritarian regimes are extending their use of 

digital tools beyond their borders, consolidating surveillance on their citizens abroad and on 

foreign citizens. In this process, digital authoritarian tools are exported to regimes with similar 

visions. Certain tools, practices, and models of digital authoritarianism are adopted within 

democratic states, either by certain governments, political parties, non-governmental groups, or 

private companies.22 

 

DIGITAL AUTHORITARIANISM IN RUSSIA AND CHINA 

 

Authoritarian states promote their model of digital control internationally.23 Russia and 

China share similar policies and visions concerning cyber issues. The main aspect on which the 

two countries can agree on is their mistrust of the Western "liberal order," which is perceived as 

American hegemony.24 In addition, the strategic partnership between China and Russia has been 

                                                             
17 Steven Feldstein, "The Global Expansion of AI Surveillance," Carnegie, April 20, 2019, 
https://carnegieendowment.org/files/WP-Feldstein-AISurveillance_final1.pdf, accessed on May 30, 2023. 
18 Peterson and Hoffman, „Geopolitical implications”, 3. 
19 Yayboke and Brannen, „Promote and Build”, 2. 
20 Khalil, „Digital Authoritarianism”, 6. 
21 Feldstein, „When it comes to”. 
22 Yayboke and Brannen, „Promote and Build”, 2. 
23 „Freedom of the Net 2022”, 2 
24 Dennis Broeders, Liisi Adamson, and Rogier Creemers, "A coalition of the unwilling? Chinese & Russian 
perspectives on cyberspace," The Hague Program for Cyber Norms, October 2019, 
https://www.thehagueprogram.nl/research-and-publication-posts/a-coalition-of-the-unwilling-chinese-and-
russian-perspectives-on-cyberspace, accessed on May 30, 2023. 



 
strengthened in recent years25, particularly with the adoption of the "unlimited friendship" in the 

joint statement in February 2022, before the Russian invasion of Ukraine.26 

The two states refer to cyberspace as an extension of the real, physical space, and they 

address its security as "information security," in contrast to the Western term, "cybersecurity."27 

Both states perceive online information as the main security risk. As a result, China and Russia 

have formed a bloc of states with similar visions, now promoting their vision of the Internet within 

the United Nations.28 At the international level, both states have promoted the idea of cyber 

sovereignty. The concept envisages that national governments should have exclusive authority 

over the jurisdiction of their national cyberspace, both in terms of content and infrastructure.29 

However, there are significant differences in Russia and China’s approaches on 

cyberspace, including their positions on international norms. Russia places greater emphasis on 

military and intelligence aspects than China. On the other hand, China adopts a more positive view 

of global cyberspace, emphasizing international cooperation on a global scale. These approaches 

reflect their respective geopolitical and strategic priorities, and they play a role in shaping their 

digital authoritarian practices and engagement with the international community in cyberspace.30 

China's success in developing major technology companies at both the domestic and 

international levels does indeed come with certain negative effects for Beijing. Global operators 

such as Huawei, ZTE, or Alibaba are more vulnerable to international political measures taken in 

response to the practices of Chinese companies. Consequently, compared to Russia, China is 

more interested in maintaining economic stability.31 

Conversely, Russia has been actively involved in campaigns of political destabilization and 

undermining of Western states, such as interfering in the 2016 US presidential elections. Chinese 

hackers, on the other hand, have focused on cyber espionage, targeting economic, political, or 

military targets, primarily seeking information rather than causing damage. While Russia has more 

limited economic interests compared to China, its military and intelligence sectors have a greater 

influence. As a result, Moscow employs digital authoritarianism more visibly against foreign 

targets to cause damage, subversion, and destabilization.32 

                                                             
25 Liliana Popescu and Răzvan Tudose, "The Dragonbear and the Grey Rhinos. The European Union Faced with the 
Rise of the China-Russia Partnership," Romanian Journal of European Affairs 21, no. 2 (2021): 130-147. 
26 Monique Taylor, China’s Digital Authoritarianism. A Governance Perspective, (Cham: Palgrave Macmillan), 
https://doi.org/10.1007/978-3-031-11252-2. 
27 Broeders, Adamson and Creemers, „A coalition of the unwilling?”, 2. 
28 Robert K. Knake, "Weaponizing Digital Trade: Creating a Digital Trade Zone to Promote Online Freedom and 
Cybersecurity," Council on Foreign Relations, September 2020, 
https://cdn.cfr.org/sites/default/files/report_pdf/weaponizing-digital-trade_csr_combined_final.pdf, accessed on 
May 30, 2032. 
29 Broeders, Adamson and Creemers, „A coalition of the unwilling?”, 3. 
30 Ibid. 
31 Ibid., 4. 
32 Ibid. 



 
 

The Chinese model 

For the eighth consecutive year, China is the country with the lowest level of Internet 

freedom in the world. China has implemented the most repressive surveillance technologies in the 

Xinjiang region, employing an unprecedented level of repression using advanced technologies 

against the Uighur population.33 The Chinese government's response to the COVID-19 pandemic 

has allowed China to expand its use of digital authoritarian mechanisms throughout the country.34 

The Chinese government has continued to tighten control over the technology sector, 

including implementing new regulations that require platforms to use algorithmic systems to 

promote the party's ideology.35 Chinese regulations require companies to promote the official line 

of the Chinese Communist Party. Regarding content moderation, materials that focus on positive 

stories aligned with the party's values and patriotic content are promoted by algorithms.36 Beijing 

has implemented new policies to strengthen control over Chinese tech companies. The main 

internet regulatory agency has issued a guideline requiring platforms to align their content 

moderation and recommendation systems with "Xi Jinping Thought," the official ideology of the 

current leader.37 

The Chinese Communist Party and state-affiliated companies have developed the most 

sophisticated model of cyber isolation, commonly referred to as the "Great Firewall of 

China." Internet traffic outside the country passes through state-controlled filters, enabling mass 

blocking of websites and data monitoring. Following China's model, the Iranian government has 

imposed similar barriers between its local infrastructure and global traffic.38 

Moreover, China's cyber diplomacy is guided by efforts to achieve the objective of 

becoming a "cyber superpower" in all sectors, including economic, commercial, normative, 

and military aspects. The concept of a cyber superpower integrates strategic and military goals 

with commercial interests. The main goal is to develop a modern and globally competitive 

economy. Thus, one of the key elements of becoming a cyber superpower is promoting China's 

normative vision and the power to set the agenda in international cyberspace discussions.39 

                                                             
33 Polyakova and Meserole, „Exporting digital authoritarianism”, 1-4. 
34 Khalil, „Digital Authoritarianism”, 14. 
35 „Freedom of the Net 2022”, 2. 
36 Benjamin Cedric Larsen, "The geopolitics of AI and the rise of digital sovereignty,", Brookings, December 8, 2022, 
https://www.brookings.edu/research/the-geopolitics-of-ai-and-the-rise-of-digital-sovereignty/, accessed on May 
30, 2023. 
37 "Freedom of the Net 2022", page 9. For an RDI analysis of "Xi Jinping's way of thinking," see Sînziana Dumitrescu, 
"The education campaign "Xi Jinping Thought on Socialism with Chinese Characteristics for the New Era" 
implications for China's domestic and foreign policy," Romanian Diplomatic Institute, June 2023, 
https://www.idr.ro/publicatii/Xi_Jinping_thought_en.pdf , accessed on June 12, 2023. 
38 Freedom of the Net 2022”, 16; Polyakova and Meserole, „Exporting digital authoritarianism”, 1. 
39 Nikolay Bozhkov, "China's Cyber Diplomacy: A primer", EU Cyber Direct, March 2020, p. 18, 
https://eucyberdirect.eu/research/chinas-cyber-diplomacy-a-primer, accessed on May 30, 2023. 

https://www.idr.ro/publicatii/Xi_Jinping_thought_en.pdf


 
 

The Russian model 

Russia relies less on information filtering and more on developing a repressive legal regime 

and intimidating key companies and civil society. The Russian model involves lower costs and 

can be more easily transferred to other states.40 According to Russian legislation, Internet and 

telecommunications providers are required to install monitoring equipment. These devices 

allow the Federal Security Service (FSB) to access all online data without any oversight from the 

companies.41 

Russia introduced SORM (Sistema Operativno-Rozisknih Meropriati – System for 

Operative Investigative Activities) in the 1990s. It specified the technical requirements for all legal 

interceptions of telecommunications and telephone networks. SORM requires all 

telecommunications operators to install hardware specified by the Federal Security Service (FSB), 

allowing communication monitoring. SORM has faced various financial and technological 

challenges, and some independent operators have managed to bypass the measures imposed by the 

system (at least for some time).42 

The digital border between the global Internet and Russian Internet began to grow 

after February 2022, following Russia's war of aggression against Ukraine. Some Western 

companies and media halted their operations in Russia due to international sanctions. 

Concurrently, Russian authorities banned several Western websites and platforms, while also 

tightening laws on information control on the Internet. For instance, in 2023, even the mobilization 

orders for Russian citizens were digitized, leading to the development of a national database. 

Additionally, the first stage of the pandemic contributed to the digitalization of some services 

managed by local authorities, ranging from online registration for SARS-CoV-2 vaccinations to 

quarantine monitoring through cameras and mobile applications.43 

Moreover, the Russian model was exposed in leaks made by a Russian whistleblower. 

Known as the “Vulkan leaks”, named after the Moscow-based cybersecurity company Vulkan, 

these leaks revealed Russia's cyber operations to intensify domestic repression and undermine 

other states. Additionally, the leaks indicated close cooperation between the Russian military 

intelligence agency (GRU), the Foreign Intelligence Service (SVR), and private cybersecurity 

                                                             
40 Polyakova and Meserole, „Exporting digital authoritarianism”, 1. 
41 Ibid., 8. 
42 Sinkkonen and Lassila, „Digital Authoritarianism”, 168-169 
43 Adam Satariano and Valerie Hopkins, "Russia, Blocked From the Global Internet, Plunges Into Digital Isolation," 
New York Times, March 7, 2022, https://www.nytimes.com/2022/03/07/technology/russia-ukraine-internet-
isolation.html, accessed on May 30, 2023; Tatiana Stanovaya, "Russia’s New Conscription Law Brings the Digital 
Gulag Much, Much Closer," Carnegie, April 17, 2023, https://carnegieendowment.org/politika/89553, accessed on 
May 30, 2023. 



 
vendors. The leaked information also sheds light on some of the cyber weapons used by Russia, 

some of which were directed against its citizens.44 

 

The International Export of Digital Authoritarianism 

The Chinese model of "Internet sovereignty," in which the state delineates and controls the 

Internet within its sovereignty, has been a source of inspiration for many authoritarian 

governments, from Egypt to Thailand.45 In addition to this, the Chinese model of AI governance 

and digital surveillance is being promoted internationally, with global standards being proposed 

based on China's domestic practices.46 For President Xi Jinping, the development and global 

promotion of Chinese national standards have become a priority.47 This objective involves both 

strengthening these standards within China, exporting them to other countries, and adopting them 

as international standards. Promoting Chinese technical standards represents an extension of 

the Chinese Communist Party's strategy to enhance the country's economic and military 

power globally.48 

China exported digital technologies to Angola, Ethiopia, Zimbabwe, Ecuador, Venezuela, 

Dubai, Malaysia, and others. These exports often include public surveillance systems using facial 

recognition technologies and the development of telecommunications equipment used for 

monitoring and the surveillance of journalists and opposition activists.49 Chinese companies have 

installed surveillance systems based on facial recognition cameras in countries across Africa, 

including Uganda, as well as in European states like Serbia. 50 

China is the largest exporter of complex AI-based surveillance systems, and significant 

concern stems from the fact that these technologies are designed to cater to the needs and policies 

of the Chinese Communist Party.51 At least 18 countries were using Chinese monitoring and 

surveillance systems in 2019, and over 36 governments participated in training sessions and 

seminars conducted by China on media and information.52 In 2019, Steven Feldstein estimated 

that the number of countries using surveillance technologies based on Artificial Intelligence 

produced by Chinese companies would be over 60.53 

                                                             
44 Andrei Soldatov, "Cyberwarfare leaks show Russian army is adopting the mindset of the secret police," The 
Guardian, March 30, 2023, https://www.theguardian.com/technology/2023/mar/30/cyberwarfare-leaks-show-
russian-army-is-adopting-mindset-of-secret-police, accessed on May 30, 2023. 
45 Maya Wang, "China’s Techno-Authoritarianism Has Gone Global," Foreign Affairs, April 8, 2021, accessed on May 
30, 2023. 
46 Peterson and Hoffman, „Geopolitical implications”, 8. 
47 Taylor, China’s Digital Authoritarianism, 117. 
48 Ibid., 126. 
49 Polyakova and Meserole, „Exporting digital authoritarianism”, 6. 
50 Feldstein, „When it comes to”. 
51 Peterson and Hoffman, „Geopolitical implications”, 3. 
52 Polyakova and Meserole, „Exporting digital authoritarianism”, 6. 
53 Feldstein, „The Global Expansion”, 1 



 
Some of the companies in the technology industry are directly owned by the Chinese 

government, while others are influenced by or vulnerable to government pressures.54 In 2021, 

Chinese company Xiaomi gained control of over 40% of the 5G smartphone market in Central and 

Eastern Europe.55 More than half of the 4G devices in Europe are of Chinese origin, including 

specific network equipment such as routers and bridges.56 Additionally, Belgium, Cyprus, 

Lithuania, and Malta have exclusively relied on Huawei's wireless infrastructure for their 4G 

networks.57 Furthermore, the Chinese company Huawei has become the largest provider of 

information and communication technologies in Africa.58 Among other things, Huawei globally 

supplies "safe city" platforms, offering intelligent surveillance systems, facial recognition, and 

advanced analytical capabilities to authoritarian regimes.59 Over 80 countries in Latin America, 

Africa, and Asia have implemented Safe City solutions from Huawei and other Chinese tech 

companies.60 

The leading states in the Middle East that have adopted policies of digital authoritarianism 

are Saudi Arabia and the United Arab Emirates. Between 2018 and 2021, both countries intensified 

their cooperation with China to gain access to advanced technologies, but they did so as well as 

with Israel.61 Chinese companies such as Dahua, Huawei, and ZTE supported the development of 

surveillance platforms and police projects in Ecuador, Peru, and Venezuela during 2012-2016.62 

In Africa, Kenya, Uganda, Zambia and Zimbabwe imported surveillance technologies from China, 

contributing to shaping a more authoritarian cyberspace, after the Chinese model.63 Moreover, 

technical experts from Huawei assisted the authorities in Uganda and Zambia in spying on the 

opposition during 2017-2018.64 The activities involved intercepting communications, cyber 

infiltrations, and the use of location monitoring applications. 

However, cooperation between African countries and China in the cyber domain 

decreased after 2018, following the discovery that Chinese spies had placed microphones in the 

                                                             
54 Wang, „China’s Techno-Authoritarianism”. 
55 Marta Makowska, „China’s Digital Authoritarianism vs. EU Technological Sovereignty: The Impact on Central and 
Eastern Europe”, Council on Foreign Relations, 19 mai 2022, https://www.cfr.org/blog/chinasdigital-
authoritarianism-vs-eu-technological-sovereignty-impact-central-and-eastern, accessed May 30 2023. 56 
Makowska, „China’s Digital Authoritarianism”, 6. 
56 Makowska, „China’s Digital Authoritarianism”, 6. 
57 Ibid 
58 Nathalie Van Raemdonck, "Africa as a Cyber Player", EU Cyber Direct, January 2021, 
https://eucyberdirect.eu/research/africa-as-a-cyber-player, accessed on May 30, 2023. 
59 Feldstein, „When it comes to” 
60 Khalil, „Digital Authoritarianism”, 26. 
61 Jane Lynch, "Iron Net: Digital Repression in the Middle East and North Africa," European Council on Foreign 
Relations, June 2022, https://ecfr.eu/publication/iron-net-digital-repression-in-the-middle-east-and-north-africa/, 
accessed on May 30, 2023. 
62 Peterson and Hoffman, „Geopolitical implications”, 6. 
63 Van Raemdonck, „Africa as a Cyber Player”, 39. 
64 Feldstein, „When it comes to”. 



 
headquarters of the African Union in Ethiopia. Before the incident, the African Union had 

expressed its intention to collaborate with China in the field of cybersecurity, but the initiative did 

not materialize after the discovery.65  

On the other hand, the Russian model represents a lower-cost alternative with less 

advanced technologies compared to the Chinese model. Russia's approach does not heavily rely 

on technologies with advanced information filtering capabilities and can be implemented without 

the need for a pre-existing government firewall.66 Notably, China has exported its practices and 

policies to Russia, which has been making efforts for several years to establish "Runet," a national 

Internet through which it will cut off traffic with the rest of the world.67 

In March 2023, Russia submitted its vision of information security within the 

framework of the Open-Ended Working Group (OEWG) at the United Nations. The 

document represents another example of the Russian model of digital authoritarianism, with 

provisions that could undermine state responsibility for actions in cyberspace. It emphasizes 

economic and social stability while neglecting to mention human rights and the right to privacy, 

and it downplays the importance of freedom of expression.68 

Even though the majority of Russian exports of digital authoritarianism was targeted 

towards post-Soviet states, Russian surveillance tech were sold to countries part of the Global 

South, too. The Russian model is more compelling to post-Soviet states, which have similar legal 

frameworks. Russian company Protei, which developed SORM technology, has exported internet 

filtering systems to Belarus, Kyrgyzstan, Uzbekistan, and other post-Soviet countries. 

Additionally, Protei has exported various products and services to Bahrain, Jordan, Iraq, Palestine, 

Qatar, Sudan, Tunisia, Yemen, Cuba, Mexico, and Venezuela. Another company, Peter-Service, 

exported technology for internet filtering and surveillance to Georgia and Ukraine, at least until 

the Russian invasion of 2014. In Africa, Russia's influence on cybersecurity policies has been more 

limited, with South Africa being the main partner, as both countries signed a cooperation 

agreement in the field in 2017.69 

 

The digital authoritarian offensive involves cyber operations 

China leads the innovation in advanced technologies for social control, while Russia has 

been much more willing to instrumentalize information technologies as part of targeted influence 

                                                             
65 Van Raemdonck, „Africa as a Cyber Player”, 39-40 
66 Polyakova and Meserole, „Exporting digital authoritarianism”, 7 
67 Knake, „Weaponizing Digital Trade”, 5. 
68 Valentin Weber, "The Dangers of a New Russian Proposal for a UN Convention on International Information 
Security," Council on Foreign Relations, March 21, 2023, https://www.cfr.org/blog/dangers-new-russian-proposal-
un-convention-international-information-security, accessed on May 30, 2023. 
69 Robert Morgus, „The Spread of Russia’s Digital Authoritarianism”, in Artificial Intelligence, China, Russia, and the 
Global Order, ed. Nicholas D. Wright (Maxwell: Air University Press, 2019), 89-97, 
http://www.jstor.com/stable/resrep19585.17; Van Raemdonck, „Africa as a Cyber Player”, 40; Polyakova and 
Meserole, „Exporting digital authoritarianism”, 7. 



 
operations.70 Russia aims to destabilize Western states and polarize societies to weaken them 

from within. On the other hand, China focuses on promoting a positive image of China or 

suppressing negative opinions through intimidation or influence techniques.71  

Russia targeted Ukraine's energy infrastructure even before the aggression in 2022, using 

cyber tools. In December 2015, Russia carried out a sophisticated cyberattack against Ukraine’s 

power grid, leaving over 230.000 people without electricity. This attack set a dangerous precedent 

as it was the first successful cyberattack targeting civilian infrastructure with the direct goal of 

affecting the civilian population.72 

During the 2016 US presidential elections, Russia combined cyberattacks with 

disinformation campaigns, exploiting social media networks to amplify social tensions.73 

Moreover, in 2016, the German Parliament was targeted by a Russian cyber campaign, which also 

included Chancellor Angela Merkel as one of its objectives.74 One year later, Russia conducted 

informational and cyber campaigns, including kompromat tactics, against then-candidate 

Emmanuel Macron during the French presidential elections in 2017.75 In 2020-2021, Russia was 

responsible for an aggressive cyber espionage campaign against the United States, with a 

magnitude almost unprecedented.76 

China has been primarily responsible for cyber espionage campaigns, but the intensity of 

intrusions and damages caused to infiltrate systems has escalated in recent years. In 2021, the 

United States accused China's Ministry of State Security of conducting a massive cyber espionage 

campaign that exploited a vulnerability in Microsoft Exchange Server software. The cyberattack 

compromised thousands of organizations worldwide, making it one of the most complex and 

extensive attacks to date.77 

Most recently, Russia’s full-blown war against Ukraine has also undermined online 

freedoms in Russian-occupied Ukrainian territories. In the region of Kherson and the city of 

the same name, while under occupation, Russian authorities forced Internet providers to redirect 

traffic to Russian networks. As a result, Ukrainian citizens were deprived of access to most social 

media platforms and international or Ukrainian media sources.78 
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During the war, Russia targeted Ukraine's internet infrastructure through both cyberattacks 

and physical strikes. Russian forces launched recurring series of ballistic and cruise missile attacks 

on critical Ukrainian infrastructure, affecting its digital infrastructure as well. However, the 

Ukrainian government and society demonstrated remarkable resilience. Authorities and 

telecommunications companies worked together to repair the infrastructure and ensure access to 

online resources and information.79 

Russia has frequently employed massive and highly impactful cyberattacks in Ukraine, and 

this raises the expectation that the Russian military may utilize devastating cyberattacks before or 

during an invasion.80 However, Russia has preferred to launch cruise missiles and other types of 

attacks on residential buildings and Ukrainian energy infrastructure, considering that a missile 

reaches its target much faster and has more powerful and visible effects, as well as higher chances 

of success compared to a cyberattack. The fact that Russia subjected Ukraine to a considerable 

number of massive cyberattacks prompted Kyiv to strengthen its cyber defence and security (as 

was also the case with Estonia, the first victim of a major Russian cyberattack in 2007). Moreover, 

as demonstrated by Lennart Maschmeyer81, the cyber operations carried out by Russia in Ukraine 

did not have any impact on the Russia’s war in Donbas or the invasion of Crimea, which began in 

2014, nor were they used in conjunction with Russian military operations in Ukraine. 

Taking these aspects into account, some of the offensive cyber actions of digital 

authoritarianism can be framed as what Mikael Wigell described as "hybrid interference," a 

strategy aimed at manipulating the strategic interests of other states by undermining internal 

cohesion.82 Thus, the state created and maintained by offensive and defensive practices in 

cyberspace and digital authoritarianism can be described as one of "unpeace," as termed by Lucas 

Kello. The current inter-state rivalry does not fall within the realm of war nor the boundaries of 

peace.83 

Lucas Kello describes activities such as cyber espionage or financial fraud as falling within 

the realm of peace. Cyberattacks targeting transportation or healthcare systems, or those aiming to 

disrupt tactical operations during a war, fall into the category of the use of force. On the other 

hand, cyberattacks that seek to destroy physical infrastructure (e.g., Stuxnet, 2010), disrupt energy 

infrastructure (e.g., Ukraine, 2015), or disturb public healthcare systems (e.g., WannaCry, 2017) 

fall into a state of "unpeace." This category also includes cyber espionage and kompromat (e.g., 

Macron Leaks, 2017), large-scale infiltration and monitoring of government networks (e.g., 
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SolarWinds, 2020), or non-discriminatory industrial and commercial disruption (e.g., NotPetya, 

2017).84 

Thus, digital authoritarianism also involves a significant component of offensive cyber 

operations targeted against democratic states in the Western world, confirming the first hypothesis 

of this study (digital authoritarianism has become offensive, with China and Russia using cyber 

operations against democratic states). Coordinating cyber operations with other types of activities 

(e.g., disinformation campaigns, influence operations, corruption and illicit financing, sabotage, 

etc.) aims at undermining democracies. Eroding democracies, decreasing trust in democratic 

processes and institutions, and causing harm to governments or society (including businesses) 

serve as the common thread that links the offensive cyber operations of actors practising digital 

authoritarianism. Cyberattacks are not isolated incidents, they are interconnected and 

coordinated, driven by political objectives. They, directly and indirectly, promote digital 

authoritarianism. Directly, by targeting democracies and attempting to weaken them and cause 

harm. Indirectly, they create a sense of urgency to ensure cyber security, and this urgency often 

leads to hasty measures. Democratic governments often choose solutions that impact digital 

freedoms and human rights, and subsequent policy adjustments require serious involvement from 

civil society. 

 

THE SITUATION IN WESTERN DEMOCRACIES 

 

Practices of Digital Authoritarianism in Western Democracies 

There are also significant companies from democratic states that have exported digital 

surveillance tools to illiberal regimes. Companies like Amesys (France), Trovicor (Germany), or 

NSO Group (Israel) have sold such tools to Libya, Bahrain, and various authoritarian states in 

Africa and the Middle East.85 For example, Saudi Arabia does not only acquire such technologies 

from China but also from the United States, the United Kingdom, and Japan.86 Saudi Arabia has 

collaborated with Huawei to implement safe city platforms, but for operating cloud platform 

servers, it has collaborated with Google and Microsoft87. Additionally, the British company BAE 

has provided mass surveillance systems, and the Japanese company NEC has sold facial 

recognition cameras.88 

Companies from France, Germany, Israel, Japan, the United Kingdom, and the 

United States provide advanced technologies to authoritarian regimes. The tools range from 
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location-monitoring spyware, advanced video surveillance, and hacking software, to online traffic 

filtering and censorship tools. Significant American companies supply AI surveillance 

technologies in over 32 countries, with the most notable being IBM, Palantir, and Cisco.89 

According to Steven Feldstein, more than half of liberal democracies use AI-based 

surveillance systems, ranging from safe city platforms to facial recognition cameras. However, the 

mere use of surveillance technologies does not necessarily imply that they are being abused.90 

There have been instances where democratic states in the Western space have abused surveillance 

systems and cyber tools.91 Pegasus, the spyware created and distributed by the Israeli company 

NSO Group, has been abused by several authoritarian and/or illiberal governments around the 

world to spy on human rights activists, journalists, or lawyers. The cyber tool has also been used 

by Hungary, a NATO and EU member state.92 

In this context, President Joe Biden signed an executive order in March 2023 that restricted 

the use of a category of cyber tools, specifically spyware, by the U.S. government. The order 

targeted spyware that has been abused by foreign governments, could target U.S. citizens outside 

the country, or might pose security risks once installed in federal networks. Subsequently, the 

United States, along with several other countries including Canada, France, Sweden, and the 

United Kingdom, issued a joint statement calling for internal and international controls on the 

proliferation of commercial spyware. The statement highlighted that these cyber tools have been 

used by certain governments to target opposition and curtail freedom of expression, leading to 

violations of human rights.93 

 

Countering digital authoritarianism at the domestic and global level 

The United States and its partner states should designate a series of regimes as "digital 

authoritarian" if they currently and intentionally engage in mass surveillance without the necessary 

safeguards.94 States that have been victims of cyber or hybrid aggressions should treat and punish 
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them not as isolated actions but as strategic campaigns.95 The risk of becoming the target of 

coordinated international sanctions could be a strong enough mechanism to induce behavioural 

change in states that do not belong explicitly to any group of states.96 For example, the Russian 

cyberattacks on Estonia in 2007, the attacks on Georgia in 2008, and the attacks on Ukraine in 

2014 are closely linked. They are part of Russia's campaign to undermine public trust in the 

cohesion and security of NATO and the EU or to increase the cost of joining these two 

organizations.97 Moreover, the US and other partner democracies have imposed sanctions, export 

controls and investment restrictions to slow down the uncontrolled proliferation of monitoring 

technologies.98 

For example, the WannaCry and NotPetya cyberattacks in May and June 2017 were 

publicly attributed to Russia by the United States and several partner states in December 2017 and 

February 2018. Moreover, in February 2018, the U.S. Department of Justice indicted 13 Russian 

officials and 3 companies for interfering in the 2016 presidential elections. In 2020, six Russian 

GRU officers were also indicted by the U.S. for cyberattacks against Ukraine, Georgia, the 2017 

French presidential elections, and the PyeongChang Winter Olympics.99 

Cyberspace should not necessarily be seen as a realm that favours offence over 

defence, but it is also not an area where the defence can ever be impenetrable. As long as the 

question is when the next cyberattack will occur (rather than if), state actors must actively work to 

enhance resilience. Additionally, part of cyber defence includes disarming the systems and 

networks of state or non-state actors launching cyberattacks. Such cyber-attacks should not be 

launched as retaliation (for example, a state actor launching an attack on the energy infrastructure 

of a state that conducted cyberattacks on its telecommunications network), but rather to precisely 

and limitedly target the systems used by attackers. So far, only the United States and the United 

Kingdom have openly discussed offensive cyber operations for defence purposes, with London 

even publishing an important document in April 2023 explaining the approach and principles 

behind the National Cyber Force's offensive cyber operations.100 

Nevertheless, the issue of attribution remains a difficult one, but efforts can (and should) 

be double by the international credibility of states that public attribute a cyber operation. The 

technical attribution of a cyber operation is the most difficult issue, taking into account all the 

efforts that the attacker makes in order to cover the origin of the attack. In this case, the activities 
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of intelligence services and other institutions that collect and analyse data and information become 

very important, as technical difficulties can be overcome by analysing political aspects, pattern, 

strategies and motivations of relevant actors. For these processes, a very important role could be 

played by civil society and media (especially investigative journalism, Bellingcat being a notable 

example). 

Furthermore, the United States and its partner countries should support efforts to 

implement restrictions on technology providers for 5G infrastructure, including those involving 

Huawei and other Chinese companies.101 In 2019 and 2020, the United States, Romania, Bulgaria, 

Poland, Czech Republic, Slovakia, and the Baltic countries signed declarations on 5G network 

security, committing to using only trusted vendors for building their networks.102 However, 

Hungary decided to cooperate with Huawei for the development of its 5G network system in the 

country.103 In the same context, the EU adopted the European Chips Act in 2022, following the 

announcement of the Global Gateway Strategy in 2021. These initiatives aim to enhance the 

resilience of the EU's supply chains and reduce infrastructure gaps at a global level.104 

Companies that provide technologies that can be abused by regimes practising digital 

authoritarianism should be sanctioned, not only those from Russia or China but also those from 

Europe, the US, or Israel.105 Such a step can also be the joint statement adopted by the United 

States together with the United Kingdom, France, Canada, Sweden, and other states to draw 

attention to the proliferation of commercial spyware.106 The signatory states stated that their 

interest is to protect individuals and organizations at risk of becoming victims of spyware abuse 

worldwide, particularly journalists, activists, and dissidents. As such, democratic states should 

restrict the export of surveillance tools to authoritarian states and require companies exporting 

dual-use technologies to report on the impact of those products on human rights.107 

Notably, some states have adopted practices of digital authoritarianism but later abandoned 

them, indicating that such measures of combating could potentially work in the future. One 

example is Ecuador, which implemented a Chinese monitoring system in 2011. In 2017, with a 

new presidential administration, an investigation into the system's abuse was initiated, and The 

New York Times was granted access to documents. The reports highlighted China's export of 

digital authoritarianism and the fact that states can reverse their slide towards authoritarianism.108 

Furthermore, democratic states can exert substantial pressure against governments that 

block the Internet and support citizens in circumventing online controls and filters imposed by 
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authoritarian states. Methods for bypassing online censorship or restrictions are largely technical. 

These methods include the use of Virtual Private Networks (VPNs) or the creation of independent 

networks of devices that can transmit internet signals via Wi-Fi. Additionally, democratic states, 

together with civil society and technology companies, should support the population in countries 

where there is a risk of Internet shutdowns. On one hand, democratic states can publicly announce 

that they will impose punitive measures (e.g., public condemnations, international sanctions, etc.). 

On the other hand, democracies can offer financial incentives to states that maintain open internet 

access or support citizens by providing guides and technical tools.109 

 

The need for an alternative democratic model of Internet governance 

Most importantly, the states in the Western democratic space need to develop a democratic 

model of digital governance that has the potential to be more attractive than authoritarian 

alternatives. Western states must provide compelling models of digital surveillance that enhance 

security levels without compromising the protection of civil liberties and human rights.110 

Democratic states must make efforts to develop and internationally promote an alternative model 

of public surveillance, demonstrating that facial recognition and other AI-based tools can be used 

responsibly. Once proven to be effective and democratic, these states should propose alternative 

facial recognition standards within the International Telecommunication Union (ITU).111 

Therefore, confirming the second hypothesis of the study (democratic states in the Western 

world must reject the offensive of digital authoritarianism, promoting a global model of democratic 

Internet governance), it becomes increasingly imperative for democratic states in the Western 

world to reject the offensive of digital authoritarianism both domestically and internationally. The 

primary objective should be the promotion of an alternative democratic model and the formulation 

and adherence to clear and internationally recognized policies for sanctioning digital authoritarian 

regimes. 

A coalition of democratic states has already begun to emphasize the promotion of human 

rights online in various multilateral forums. However, progress on this issue is hindered by 

problematic practices concerning online freedom within their own countries.112 Before credibly 

promoting a new model of democratic governance of the Internet, Western states must review their 

practices and policies. Particularly the United States, but also other states, will need to make efforts 

to regulate laws concerning mass surveillance and the collection and analysis of personal data.113 

In any case, liberal democracies must uphold and promote the same principles both offline 

and online, refraining from practices and policies that compromise the online privacy of their 

populations and the cybersecurity of citizens, media groups, and civil society. To this end, the 
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principles embraced in cybersecurity strategies adopted after 2020 in various Western democracies 

or the reports of UN working groups in the field of cyberspace must be put into practice. 

Democratic states must integrate a consistent approach to counter digital authoritarianism 

into their efforts related to promoting democracy, the rule of law, human rights, and good 

governance. Additionally, democratic states should regulate or support the development of AI 

algorithms and machine learning mechanisms that preserve personal privacy and data protection. 

Data encryption policies should focus on promoting encryption across various platforms (e.g., 

cloud services, messaging apps, etc.). By doing so, the amount of accessible data to government 

agencies or cybercriminal groups will be reduced, contributing to the protection of digital freedoms 

for citizens in states facing authoritarian decline.114 

The model must remain firmly anchored in the principles of liberal democracy and on the 

idea of an open, free Internet that respects digital liberties. International promotion requires, first 

and foremost, demonstrating that the model works effectively at the national level in democratic 

states. Therefore, alongside the international promotion of the model, its success must be 

demonstrated domestically. 

In this regard, the European Union can be a significant promoter and can generate what is 

known as the "Brussels effect," similar to the case of GDPR legislation. However, the United States 

can also serve as an attractive model internationally, especially considering its less stringent 

approach towards the Internet and technology companies. Furthermore, returning to the optimism 

of the 1990s and 2000s regarding the role of the Internet in strengthening democracies could be 

another path for developing a democratic alternative. 

The Internet and digital technologies, with all their vulnerabilities and risks, still have the 

potential to enhance democracies, but an increasingly restrictive and dangerous Internet will 

discourage such engagement from society. Secondly, the effective formation of a concrete group 

of democratic states that adopts the model (e.g., EU member states, the United Kingdom, the 

United States, Canada, Israel, Australia, New Zealand, Japan, South Korea, etc.) becomes 

necessary. The respective actors must first overcome their disagreements regarding Internet 

governance and reach a consensus against a common adversary – digital authoritarianism. 

One of the greatest challenges for the cyber diplomacy of democratic states is to attract the 

support of countries like Brazil, India, or Indonesia, which are considered neutral, in promoting a 

democratic model of Internet governance globally. These three states could potentially endorse 

such a model at the international level while implementing practices of digital authoritarianism 

domestically, but without embracing the normative model advocated by China at the UN.115 
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CONCLUSIONS 

 

The consolidation of relations between Russia and China since 2022, in the context of 

Moscow's war against Ukraine, could also have implications for cyber activities. On the one hand, 

Russia has tightened its grip on domestic authoritarianism to suppress opposition to the war, and 

domestic repression in the digital age relies on digital technologies. However, Russia has been 

known for using more accessible yet functional technologies in the realm of digital 

authoritarianism, such as the SORM filtering system (which is less restrictive compared to China's 

Great Firewall). Strengthening the partnership with Beijing could potentially lead to the 

modernization of Russia's repressive digital systems, as China has already made significant 

investments in the country despite initial hesitancy from the Russian government. Additionally, it 

remains to be seen how the cyber operations of both states will evolve, and whether there will be 

greater convergence in their actions against Euro-Atlantic countries. 

Indeed, since the 2000s, China has primarily (and almost exclusively) focused on cyber 

espionage operations, with an observed increase in the complexity and scale of the attacks. On the 

other hand, Russia has engaged in both cyber espionage activities and a wide range of cyberattacks 

against Euro-Atlantic countries. Notably, Russia has been involved in attacks against Ukraine and 

has targeted elections in several European and North American states. 

Regarding the Russian invasion of Ukraine, which began in February 2022, researchers in 

the cybersecurity field seem to agree that it has not significantly changed the dynamics of cyber 

warfare.116 It was already acknowledged that cyber operations were ongoing at a low level between 

state actors, but without pauses. The risk of major cyberattacks launched by Russia against military 

or civilian targets in the Euro-Atlantic space (especially critical infrastructure, energy, or 

healthcare systems) remains significant, but Moscow's intent to carry out such attacks is not clear. 

So far, the strategy of Euro-Atlantic states has been to condemn and publicly attribute major cyber 

operations launched by Russia, and in the most significant cases, impose international sanctions 

within ad-hoc coalitions, international groups (e.g., Five Eyes, April 2022), or the European Union. 

Additionally, another factor that could deter Russia from launching such an attack, despite 

the difficulty of technical attribution, is the possibility of NATO invoking Article 5 in this 

context. 
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In any case, a major change in the domestic policies of China and Russia cannot be 

provoked or influenced but states that do not necessarily belong to any digital bloc still have a 

chance (e.g., Serbia, Turkey, India, Brazil, Mexico, etc.). Even in illiberal regimes, Internet could 

remain relatively free, and mass surveillance could be conducted responsibly. However, prior to 

promoting a democratic model of Internet governance, internal issues within a potential democratic 

group of states must be addressed. Practices of countries like the USA, the United Kingdom, Israel, 

and other democratic nations that have a history of abusing digital technologies for national 

security objectives should be countered. Additionally, the democratic decline of states like 

Hungary or Poland should be prevented. The international credibility of the democratic model of 

cyber governance will play a crucial role in its promotion globally. 


